
What risks are passing through 
your Office 365 environment?
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Messaging Threat Landscape
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Ransomware
Business
Email

Compromise

2018 Significant Threats



Copyright 2018 Trend Micro Inc.5

29

247

327

0

50

100

150

200

250

300

350

2015 2016 2017

New Ransomware Families & Variants

Ransomware 2017



Copyright 2018 Trend Micro Inc.6

94% Email 5% URL 1% File

Ransomware-Related Threats in 2017



Copyright 2018 Trend Micro Inc.7

Email Infection Vectors



Copyright 2018 Trend Micro Inc.8

Malware Hidden in Office Files
Top file types for spam attachments in 2017
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• Locky distributed 23 
million emails in just 
the span of 24 hours

• Campaign is now 
considered the largest 
ransomware attack in 
the second half of 
2017.

Recent Infection Tactics
• HTML attachments posing as invoices
• Archive files masquerading as business missives from 

multinationals, e.g., audit and budget reports
• Fraudulent emails that involve monetary transactions such 

as bills, parcel/delivery confirmations, and payment receipts

Locky Ransomware

https://blog.appriver.com/2017/08/locky-ransomware-attacks-increase/
http://blog.trendmicro.com/trendlabs-security-intelligence/locky-ransomware-pushed-alongside-fakeglobe-upgraded-spam-campaigns/
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Ransomware Email Samples
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Business Email
Compromise
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2017 BEC Attack Frequency
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Email-Only

Multi-stage /
Credential-Grabbing

Two Main Techniques
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q accountant[.]com

q consultant[.]com

q contractor[.]net

q execs[.]com

q groupmail[.]com

q workmail[.]com

q writeme[.]com

Popular Free Webmail Services
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Sender: BEC Spoofed Title Distribution 

*Others includes founder, owner, practitioner, pastor, admin, consultant, secretary, controller, coordinator, sales

1H 2017
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Recipient: Most Common Targets
Free employee phishing 

awareness and education:
phishinsight.trendmicro.com

https://phishinsight.trendmicro.com/
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Common E-Mail subjects
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• Convince the receiver of legitimacy 
Long Conversation History
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• Once the recipient replies, 
attacker might send back a 
fake report (might be a 
malicious file) and the 
recipient will be infected.

• Just like the common BEC 
scenario, “Are you at your 
desk?”, the attacker only 
send out the instructions 
after recipient replies.

Induce Recipient to Reply
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• Email sender claim as CEO 
– Email with pdf attachment (looks like excel) and try to phish enterprise employees

Multi Stage: Credential Stealing
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Multi Stage Attacks: Reconnaissance
‘Agent Tesla’ malware:
• Keystroke logger
• Screenshot
• Password recovery

$9 
incl 24x7 
support
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Multi Stage Attacks:
Internal Phishing Emails from Trusted Users

Employee A
compromised device 
or email credentials

Employee B
BEC/Fraud
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Multi-stage attack example: 
Credential Phishing à Internal BEC Attack

1. Credential Phishing 2. Mailbox Compromise 3. BEC(Internal Email)
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Office 365 Risks
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Office 365 Content Security Risks

Internal Email/File Sharing Threats:
• Internal phishing emails from compromised accounts/devices

• Malware shared via OneDrive, SharePoint 

Inbound Email Threats:
• Phishing

• Business Email Compromise (i.e. fake 

CEO emails, wire transfer scams)

• Malware

• Known malware

• Unknown malware

• Malicious macros, scripts 

• Malicious URLs



Copyright 2018 Trend Micro Inc.26

Why add 3rd Party Security to Office 365?

90% organization use at 
least 1 Office 365 service

Popularity creates vulnerabilitySecurity is your responsibility

<E3: basic security for known
malware
à90% malware is unknown

E5/ATP: has sandbox but not as 
mature. No fraud technology.
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Protect Against Malicious Emails
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Trend Micro Cloud App Security

Advanced Threat Detection
• 2nd layer of protection to Office 365

• Finds zero-day and hidden threats

• AI and sandbox malware detection

• BEC and advanced phishing protection

Simple API Integration
• No impact to user/admin functionality

2017: Protected customers from 3.4M high-risk 

threats not detected by Office 365 security
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Detecting Unknown Malware

Document Exploit Detection – Parses files to look for known and 
potential exploits to the intended office application. Key 
technology in discovering new zero-day exploits in the wild. 

Sandbox analysis – Behavioral analysis with 
multiple OS in parallel. Uses top-rated Deep 
Discovery technology.  Pre-filters screen out 98% 
files and average analysis time is only 3 minutes.

Pre-execution machine learning – Predicts file malicious using 
thousands of file features and a machine learning model. Improves 
email delivery efficiency by finding unknown malware before sandbox.



New A.I. based Email Fraud (BEC) Detection: 

mimics the decision making of a security expert
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Customer: Live Nation

James Patterson Wicks, CISSP (Sr. Director at Live Nation), June 2016. (video starting at 00:11:55)

“Deploying Trend Micro 
Cloud App Security [for 
Office 365] reduced the 
malware infections that 
the Incident Response 
Team needed to respond 
to by 90%”

http://www.gartnereventsondemand.com/session-video/SEC22/SPS27
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CHALLENGE
• Ransomware attacks result in reputation damage & revenue loss
• Currently using Microsoft Office 365 E5 with ATP service
• Need to identify security gap in a short period

RESULTS (before XGen and without sandbox)
• Manual scan 3 days email and OneDrive Data 
• Identified 3,000 adv. phishing, 28 ransomware in email
• Identified 4 ransomware files in OneDrive

Customer: Transportation and Logistic Company in EU
Users: over 25,000



Complimentary Office 365 
Security Risk Assessment
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Risks to Office 365 Covered by Assessment

Internal Email & File Sharing Threats:
• Internal phishing emails from compromised accounts/devices
• Malware shared via OneDrive, SharePoint 

Inbound Email Threats:
• Phishing
• Business Email Compromise 
• Malware

• Known malware
• Unknown malware
• Malicious macros, scripts 

• Malicious URLs
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Simple Integration with Office 365
• Direct cloud-to-cloud integration using Microsoft API’s 
• Assessment will monitor only and will not delay/block email
• No impact to user/admin functionality.

M X  
R e c o r d S o f t w a r e U s e r

settings

Cloud App 
Security

API
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3 Steps for the Office 365 Risk Assessment

1. Integrate
Create account and 

integrate with your Office 
365 environment

2. Configure
Trend Micro engineer 
will configure policies 

to “report only”

3. Review
Review the 

detailed results 
after 2 weeks

5 minutes 15 minutes 20 minutes

API

0.5 day later 2 weeks later
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Sign Up for Complimentary O365 
Risk Assessment:
Email: enterprise_marketing_sg@trendmicro.com

For more information visit: www.trendmicro.com/office365


